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FBI Priorities

. Protect the United States from terrorist attack
. Protect the United States against foreign

intelligence operations and espionage

Protect the United States against cyber-
based attacks and high-technology crimes

. Combat public corruption at all levels
. Protect civil rights
. Combat transnational/national criminal

organizations and enterprises

. Combat major white-collar crime
. Combat significant violent crime
. Support federal, state, local and international

partners

UE§rade_teghnology to successfully perform the
FBI's mission



FBI Directive

Pursuant to the National Strategy to
Secure Cyberspace signed by the
President of the United States, the
Department of Justice (DOJ) and the
Federal Bureau of Investigation (FBI)
lead the national effort to investigate
and prosecute cybercrime.



Cyber Investigative
Priorities and
Objectives
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2. Counterintelligence Intrusions

5. Intellectual Property




Cyber Division Strategic

Objectives
Objective 1

Identify and neutralize the most
significant individuals or groups

conducting , the
dissemination of malicious code, or

other computer supported operations




Cyber Division Strategic
Objectives
Objective 2

Identify and Neutralize Online Predators or
Groups that Sexually Exploit and Endanger
Children for Personal or Financial Gain

nermnet
Predator



Cyber Division Strategic
Objectives
Objective 3

Identify and neutralize
operations targeting U.S.
intellectual property




Cyber Division Strategic
Objectives
Objective 4

Identify and neutralize the
most significant
perpetrators of nternet
Fraud







Omaha CCTF

Douglas County, Nebraska, Sheriff’s Office
Omaha Police Department

Nebraska State Patrol

Lincoln, Nebraska Police Department

Sarpy County, Nebraska Sheriff’s Office
LaVista, Nebraska Police Department

Office of the Nebraska Attorney General
Iowa Division of Criminal Investigation
Council Bluffs, Iowa Police Department
Bellevue, Nebraska Police Department



Computer Intrusion
ACH Fraud
Case Study

Operation Trident
BreACH



International Cooperation
Disrupts Multi-Country Cyber
Theft Ring

October 01, 2010
FBI National Press Office (202) 324-3691

The FBI and international law enforcement, working in an unprecedented
partnership, have disrupted a large-scale, international organized cybercrime
operation active in several countries that resulted in numerous search warrants
and arrests.

J

were alerted to automated clearing house (ACH) batch payments to 46 separate bank
accounts throughout the United States. Agents quickly realized the scope of the
crime and partnered with local, state, and federal partners, cybercrime task
forces, working groups, and foreign police agencies in the Netherlands, Ukraine,
and the United Kingdom to bring those responsible to justice.

The cyber thieves targeted small- to medium-sized companies, municipalities,
churches, and individuals, infecting their computers using a version of the Zeus
Botnet. The malware captured passwords, account numbers, and other data used to
log into online banking accounts. This scheme resulted in the attempted theft of
$220 million, with actual losses of $70 million from victims’ bank accounts.



Ukraine Arrests Five Members
of Botnet Ring

The Security Service of the Ukraine (SBU), in conjunction
with the U.S. Federal Bureau of Investigation said Friday
that the Ukrainian agency had detained five people of

interest in a worldwide cybercrime investigation tied to
the

"Zeus" bot.

The FBI did not announce any arrests. However, Ukraine's
SBU detained five individuals who were "key subjects
responsible for this overarching scheme," the FBI said.
Additionally, the SBU served eight search warrants.


http://www.pcmag.com/print_article2/0,1217,a=255204,00.asp?hidPrint=true

Metropolitan Police cracks
Zeus crime ring

Police Central e-crime Unit arrests 19 in dawn raids

Phil Muncaster, VV3.co.uk 29 Sep 2010

The Police Central e-crime Unit (PCeU) has arrested 19 people on suspicion of using a well known
malware program to steal millions from bank accounts, according to widespread reports.

The Metropolitan Police unit arrested 15 men and four women aged 23 to 47 in dawn raids on
Monday in the London area. The gang is suspected of stealing up to £6m in just three months,
according to the reports.

The gang reportedly used the Zeus trojan to infect PCs and record bank log-in details and other
information, making it easy to remotely access accounts and transfer funds to bogus accounts.
Detective Chief Inspector Terry Wilson said that the force expects to find more stolen funds as the
investigation continues.

"We believe we have disrupted a highly organised criminal network which has used sophisticated
methods to siphon large amounts of cash from many innocent people's accounts, causing immense
personal anxiety and significant financial harm, which of course banks have had to repay at

considerable cost to the economy," he told the Press Association.

"Arrests like the ones in London don't mean the end of Zeus as it continues to be available for sale to
other criminals via underground web sites, but it's still good news for everyone interested in making

the internet a safer place. So hats off to the PCeU."


http://www.v3.co.uk/
http://www.google.com/hostednews/ukpress/article/ALeqM5j-Wa0H9KnGsP24sa_HlJLip7OE1A?docId=B3476491285724844A00
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Elusive Malware
Distribution

[ =STAIrUsTotal. MDD SYelT D ruDaLsevecacadc T dLsvIIaurFpaY Aeanstic. e havesine. WinJZoadspyware. 1 ... = [ 250

- VIRUS
- TOTAL

1 2009 .09.17 15:42:17 (UTC)
finished

1 (12.2

Antvirus




Example of Malware Distribution

FDIC malware distribution example

22 Personal Insurance File - Mozilla Firefox

&
3 %S -
JlercRarT

Personal Insurance File

FDIE -

PERSONAL INSURANCE

Personal Insurance File

FDIC has officially named the bank you have opened your account with a failed bank, thus, taking control of
its assets,

File Title File Number



Example of Malware Distribution

NACHA example

&) Unauthorized ACH Transaction - Mozilla Firefox

File Edit VYiew istory  Bookmarks Tools Help
c B 'j http:/fnacha.org.corefirstid4.comfACHNetwork/Unauthorizedjreport.php?transaction_id= 5_;
JeTCRAFT - Services - _RiskRating  pjew Site Rank: - Site Report [RO] SC Infogate Telecom SRL
| Unauthorized ACH Transaction

SNACHA

The Electronic Payments Association”
ACH Network Home | About Us | Conferences | Publications | ACH Network | ACH Rules | Membership | News I Resources | Site Map

Unauthorized ACH Transaction Report

Reason for Rejection:

Transaction Report: exe (self-extracting, pdf format)

The Electronic Payments Association
13450 Sunrise Valley Drive, Suite 100
Herndon, VA 20171




GOT MULE?




The money mule network?

= Work at Home Schemes
= Create at home business
= J1°s



J1 - one mule, five
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Mule Recruitment Process

= Resume Posting sites

= Spam: “I found your resume on
*blank*”

» Typically victim is recruited
using forged emails sent through
open form-mailers NOT from real
recruitment system

= This context makes offer seem
legit

* Mules directed to bogus websites
to provide account details



Mule Cashout Process

* Criminals provides a list of mule
accounts to ‘Cashier’

= Cashier initiates ACH/Wire to mule
accounts

= Typically < 10K per mule
= 2 hour cash out window

* Mule splits into three transactions
at 3 different WU/MG offices

* Mule updates web site with WU/MG
tracking numbers

= Funds picked up
= Next stop????



J1CO: Recruitment Process

= Word of mouth

» East European Social
networking Websites
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Lilian Adam

Marina Oprea
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Kristina Izvekova

Sofya Dikova
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Artem Tsygankov

Catalina Cortac
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Ton Volosciuc

Artem Semenov

i %

| Surrendered

Yulia Klepikova

Maxim Panferov

Nikolai Garafulin

Dorin Codreanu

Julia Shpirko

Almira Rakhmatulina



Instant Corporations

LLC.com s ST 20L 0000 e e e s

from the experts at The Company Corporation

Order Status | Pay Invoice | Customer Service | T Shopping Cart Empty

HOME | LEARN ABOUTLLCs | FORMANLLC | STARTING & GROWING MY BUSINESS | SEARCH |

LLC.com helps you form your ¥

business quickly and easily. o & More with every formation...
2] ' : « Expert customer service

« Fast filings in all 50 states

« Cheaper than an attorney

Get a Quick Quote Now

Not sure where to form? We can help

Let us guide you through the process.

Choose a State Watch the new LLC 101 video Download our Free Guide to LLC
We can help form your LLC in all 50 states! Thinking about forming an LLC? | formation

Delaware California Our new video tells you what -
=elaware ’ r i how:
o s o know s | Onceorcmouteston
Texas New Jersey | ] 2

Nevada Pannsuliania WATCH LLC 101 NOW > about forming your LLC.

SELECT ANOTHER STATE > DOWNLOAD IT NOW >




Related Stats and Trends

" The FBI has over 300 active
investigations on ACH fraud -
majority of cases opened in last
year.

" The FBI is opening 1-3 new cases
per week.

*Over $150 million in attempted
losses stemming from ACH cases.

" Bank accounts associated with
thousands of domestic, and J1
(student visa), money mules
identified to date.



Combating the Enemy

= Foreign Relationships
* Training
= FBI Threat Focus Cells

= Cyber Crime Reporting and
Cooperation Act. (S. 3155)

= Tdentification of Threat Countries
= Consultation

= No Cooperation = Suspension, limitations
and withdrawal of US Gov’t provisions



“No one country, no one company, and no

one agency can stop cybercrime. The only
way to do that is by standing together. For
ultimately, we all face the same threat.
Together, the FBI and its international
partners can and will find better ways to
safequard our systems, minimize these
attacks, and stop those who would do us

harm."
FBI Director Robert S. Mueller, .



Partnerships

* ITnfragaurd

= Banking Enterprise
= CCTF
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